
Genetic Genealogy Ethics & Privacy 

This resource page is a guide to the ethical and privacy considerations 
inherent in modern genetic genealogy, drawing on academic overviews, 

professional standards, and practical advice for researchers. 

Foundational Overviews 

• Genetic privacy - Wikipedia Genetic privacy is a legal concept concerning the 
storage, repurposing, and third-party provision of an individual's genetic 
information. This source details how genomic data is inherently identifying and 
permanent, meaning a breach can lead to lifelong exposure for both the 
individual and their biological relatives. It also categorizes various breaching 
techniques, such as identity tracing and phenotype inferences, and explores the 
psychological impacts and legal safeguards like the Genetic Information 
Nondiscrimination Act (GINA). 

• Investigative genetic genealogy - Wikipedia This article examines the emerging 
practice of using consumer DNA databases to identify suspects or victims in 
criminal cases. While this technique has solved hundreds of cold cases, it raises 
significant Fourth Amendment concerns regarding the reasonable expectation of 
privacy for those who have uploaded their data. The text highlights the distinction 
between direct-to-consumer companies like 23andMe and public databases like 
GEDMatch, where users must now explicitly opt-in to allow law enforcement 
access. 

Professional Standards and Ethical Frameworks 

• Genetic Genealogy Standards These standards are designed for the broader 
genealogical community, offering best practices for anyone purchasing or 
interpreting DNA results. Key mandates include only testing with informed 
consent, respecting the privacy of living matches by redacting names in 
scholarship, and understanding that DNA interpretation is rarely absolute. While 
DNA is a powerful tool, it must be combined with traditional records to meet the 
Genealogical Proof Standard. 

• Skillbuilding: The Ethics of DNA Testing - Board for Certification of 
Genealogists This resource discusses the daunting ethical challenges posed by 
DNA’s ability to expose long-hidden family secrets like undisclosed adoption or 
misattributed parentage. It cautions genealogists against "DNA bullying"—the 
act of pressuring or stalking relatives who are reluctant to test or share 
information. When handled with care and explicit permission, DNA testing is a 
vital method for bringing family truths to light. 

https://en.wikipedia.org/wiki/Genetic_privacy
https://en.wikipedia.org/wiki/Investigative_genetic_genealogy
https://www.geneticgenealogystandards.com/
https://bcgcertification.org/skillbuilding-the-ethics-of-dna-testing/
https://bcgcertification.org/skillbuilding-the-ethics-of-dna-testing/


• Code of Professional Ethics - Investigative Genetic Genealogy - IGGAB 
Established by the Investigative Genetic Genealogy Accreditation Board (IGGAB), 
this code provides a rigorous framework for professionals working in the field of 
investigative genealogy. It mandates strict adherence to confidentiality, data 
security, and informed consent, requiring practitioners to safeguard genetic data 
files using robust security measures. The standards also emphasize 
transparency and accountability, ensuring that investigators disclose their roles 
and the methods used when communicating with DNA relatives. 

Privacy Risks and Regulatory Frameworks 

• DNA Testing Privacy Risk Scores 2026 | Research Whitepaper This white paper 
provides a quantified risk assessment for major DNA testing companies based 
on factors like breach history and law enforcement cooperation. It identifies 
corporate bankruptcy as a major "risk multiplier," as genetic databases can be 
treated as sellable assets during financial distress. The report also highlights a 
"policy divergence" among companies regarding police access, noting that some 
proactively cooperate while others require strict legal warrants. 

• Your Genome Under GDPR: Why EU Data Protection Is the Gold Standard - Dante 
Labs This source argues that the EU's General Data Protection Regulation 
(GDPR) provides the strongest possible protection for genetic data by classifying 
it as "special category data". Under this framework, processing genetic 
information requires explicit, unambiguous consent, and users are granted 
enforceable rights such as the "right to erasure" within 30 days. It contrasts this 
with the fragmented legal landscape in the United States, where privacy often 
depends on voluntary corporate policies rather than federal law. 

Practical Advice for Communication and Consent 

• Informed Consent for DNA Testing | 5 Things to Consider Focusing on the 
responsibilities of the person requesting a test, this guide outlines how to ensure 
relatives understand the potential for life-changing discoveries. It recommends 
taking privacy seriously, explaining the accuracy of the science, and explicitly 
asking the tester if they even want to know the results of the findings. Finally, it 
stresses that getting consent in writing is essential for protecting the interests of 
both the researcher and the tester. 

• Contacting DNA Matches: IT WORKED! - Your DNA Guide - Diahan Southard This 
practical blog post addresses the common "pain point" of unresponsive DNA 
matches. It advocates for a targeted, well-researched approach to outreach 
rather than sending generic messages to many people at once. By using specific 
emails, researchers have a higher success rate in meeting new relatives and 
filling missing branches of their family tree. 

https://www.iggab.org/standards.html
https://chronosgenomics.com/research/dna-privacy-risk-scores-2026
https://dantelabs.com/blog/genome-under-gdpr/
https://dantelabs.com/blog/genome-under-gdpr/
https://www.yourdnaguide.com/ydgblog/informed-consent-for-dna-testing
https://www.yourdnaguide.com/ydgblog/contacting-dna-matches-tip


• Contacting Your Matches | DNAAdoption Designed for those navigating sensitive 
circumstances like adoption or donor conception, this guide offers strategies for 
making contact without "scaring off" potential relatives. It suggests being "both 
specific and vague" in initial messages to build rapport before disclosing 
complicated family truths. The goal is to provide enough detail to encourage a 
response while remaining cautious about the "secrets" involved. 

Navigating Sensitive Discoveries 

• DNA Q&A: Handling Sensitive Information - Family Tree Magazine This article 
provides a strategy for managing unexpected DNA results, emphasizing that 
researchers should ensure they fully understand the data before sharing 
shocking news. The "best practice" is to allow the person closest to the situation 
to decide how to proceed with the information. The ultimate rule in these 
sensitive moments is to remain patient, kind, and respectful of different comfort 
levels. 

• Ethical Dilemmas and How To Approach Them - The Chiddicks Family Tree 
Writing from an amateur researcher’s perspective, the author explores the heavy 
"burden of responsibility" that comes with uncovering and holding a family 
secret. It discusses the moral difficulty of deciding whether to publish sensitive 
historical information about ancestors, such as criminal pasts or mental health 
issues. The guide suggests a simple litmus test: if the ancestor were in the room 
today, would they be comfortable with you sharing their story?. 

• Handling Unexpected DNA Connections - Your DNA Guide - Diahan Southard 
This resource introduces roles for managing DNA surprises: the "Discoverer" (the 
person who finds the data) and the "Keeper" (the relative who knows the most 
about the secret). The Discoverer should find and approach the Keeper rather 
than taking it upon themselves to reveal the information to the whole family. This 
approach respects family privacy while still allowing for the pursuit of personal 
connections with new matches. 

• Should Health Care Professionals Tell the Truth About Paternity? - Severance 
Magazine This article explores the ethical obligations of medical professionals 
who encounter misattributed paternity through physical anomalies or genetic 
testing. It highlights the serious risks of inaccurate family medical histories 
(FMH), which can lead to patients being unmonitored for chronic diseases that 
disproportionately affect their true biological community. The narrative also 
captures the profound identity shift and emotional chaos experienced by 
individuals who discover their biological roots are different from what they were 
told. 

https://dnaadoption.org/knowledge-base/contacting-your-matches/
https://familytreemagazine.com/dna/dna-qa-handling-sensitive-information/
https://chiddicksfamilytree.com/2023/01/22/ethical-dilemmas-and-how-to-approach-them/
https://www.yourdnaguide.com/ydgblog/ethics
https://severancemag.com/should-health-care-professionals-tell-the-truth-about-paternity/
https://severancemag.com/should-health-care-professionals-tell-the-truth-about-paternity/

